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AzureWave Technologies Inc. Online Terms of Use

1. Scope and Content

AzureWave Technologies Inc. Incorporated, 10F., N0.94 Baozhong Rd., Xindian Dist., New Taipei
City 23144, Taiwan (R.O.C.) and its subsidiaries (together, “AW”, “we”, or “our”) provide content,
website features, and other products and services to you on AW'’s websites, including, but not limited
to, design and computing tools, blogs, mobile applications, download areas, research areas,
community forums, chat functionality, video, sharing websites, supplier data exchanges, product and
marketing information, and other online services (collectively, “AW Services”). You understand and
agree that you remain responsible for using your independent analysis, evaluation, and judgment in
designing your systems and products. AW provides AW Services subject to these terms of use

(“Terms of Use”).

2. You Agree

By using AW Services, you agree to these Terms of Use. These Terms of Use are a legal agreement
between you and AW. By using AW Services, vyou also agree to AW’s Privacy
Policy (including Cookie Policy), which is _incorporated herein by reference. Please read these
documents carefully. If you do not agree to these terms, do not use AW Services.

3. Service Terms

AzureWave offers AW Services, and sometimes additional terms may apply. When you use a AW
Service (for example, download the data sheet, quick guide.....), your use of such AW Service is
subject to the guidelines, terms, notices and disclaimers, end user license agreements, and other
agreements applicable to that AW Service (collectively, “Service Terms”) if any. If these Terms of
Use are inconsistent with the Service Terms, those Service Terms will control to the extent there is
a conflict.

4. Use Restrictions and Termination of Access to AW Services

AW Services are protected by copyright laws, international copyright treaties, and other intellectual
property laws and treaties. Except as stated herein, no AW Service, nor any part of any AW Service,
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may be reproduced, duplicated, mirrored, modified, displayed, distributed, copied, sold, resold,
visited, or otherwise exploited for any purpose without express prior written consent of AW.

You agree not to use AW Services in a manner that violates any applicable law or regulation; to stalk,
harass, or harm another individual; to impersonate any person or entity or otherwise misrepresent
your affiliation with a person or entity; to interfere with or disrupt AW Services or servers or networks
connected to AW Services; use any data mining, robots, or similar data scraping or extraction
methods in connection with AW Services; frame or utilize framing techniques to enclose any
trademark, logo, proprietary, or other information (including datasheets, images, text, page layout,
or form); and attempt to gain unauthorized access to any portion of AW Services or any other
accounts, computer systems, or networks connected to AW Services, whether through hacking,
password mining, or any other means.

Subject to any Service Terms that may apply, AW grants you permission to download, reproduce,
display, and distribute AW Services solely for non-commercial or personal use, provided that you do
not modify such AW Services, and provided further that you retain all copyright and proprietary
notices as they appear in such AW Services.

AW further grants to K-12 educational institutions, universities, and community colleges permission
to download, reproduce, display, and distribute AW Services solely for use in the classroom, provided
that such institutions identify AW as the source of AW Services. Unauthorized use of any AW Service
is expressly prohibited by law, and may result in civil and criminal penalties. This grant of permission
terminates if you breach any provision in these Terms of Use or Service Terms. Upon termination,
you agree to destroy any materials relating to AW Services.

AW reserves the right, in its sole discretion, to terminate, suspend, or modify your registration with,
or access to, all or any part of AW Services, without notice, at any time and for any reason.
5. Specific Notice Regarding Software

Any software that is made available to download from AW website is copyrighted.

6. Specific Notice Regarding Linking and Content from Third Party Websites

AW permits text links to AW'’s websites using the plain text name of the site or the plain text name
of AzureWave Technologies Inc. Incorporated; provided that such linking does not:

I. incorporate, display, or replicate any content from AW’s Websites (e.g., by directly hosting AW
content or in-lining, framing or creating other browser or border environments around AW
content);

II. use any of AW’s copyrighted information or logos, designs, slogans, product trademarks or
service marks in or with such links unless otherwise expressly agreed by AW in writing;

lll. present false or misleading information or impressions about AW products or services;
6
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IV. suggest that AW promotes, endorses, or has any relationship with any third party or its opinions,
website, products, or services; or

V. Result from use of any automated programs, data mining, robots, scrapers, web crawlers, or
similar data gathering or extraction methods.

AW may provide links to, or embedded content from, websites maintained by third parties. Such third
party websites are not under AW’s control and AW is not responsible for the content, products,
services or other materials on or available through such websites or the actions of the operators of
such websites. AW provides links and access to such third party websites only as a convenience
and AW does not endorse the content, products, services, or operators of such websites. Use of
third party websites, features, and tools is governed by the applicable terms of use and privacy
practices of such websites and services.

7. Business Uses of AW Services

If you use AW Services on behalf of a business, that business accepts these terms and you represent
and warrant that you are authorized to provide such acceptance on behalf of the business. Further
you and the business agree that it will hold harmless and indemnify AW and its subsidiaries, officers,
agents, and employees from any claim, suit or action arising from or related to the use of AW Services
or violation of the Terms of Use or Service Terms, including any liability or expense arising from
claims, losses, damages, suits, judgments, litigation costs, and attorneys’ fees.

8. Warranties and Disclaimers

AW SERVICES ARE PROVIDED STRICTLY “AS IS” AND WITH “ALL FAULTS”. AW MAKES NO
WARRANTIES OR REPRESENTATIONS WITH REGARD TO AW SERVICES OR USE OF AW
SERVICES, EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, INCLUDING FOR ACCURACY,
COMPLETENESS, OR SECURITY. AW DISCLAIMS ANY WARRANTY OF TITLE AND ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
QUIET ENJOYMENT, QUIET POSSESSION, AND NON-INFRINGEMENT OF ANY THIRD PARTY
INTELLECTUAL PROPERTY RIGHTS WITH REGARD TO AW SERVICES OR USE THEREOF.
AW WILL NOT BE LIABLE FOR AND WILL NOT DEFEND OR INDEMNIFY YOU AGAINST ANY
THIRD PARTY INFRINGEMENT CLAIM THAT RELATES TO OR IS BASED ON A COMBINATION
OF ANY ITEMS OR PRODUCTS PROVIDED IN AW SERVICES. IN NO EVENT WILL AW BE
LIABLE FOR ANY ACTUAL, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR INDIRECT
DAMAGES, HOWEVER CAUSED, ON ANY THEORY OF LIABILITY AND WHETHER OR NOT AW
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, ARISING IN ANY WAY OUT
OF AW SERVICES OR YOUR USE OF AW SERVICES.

AW reserves the right to discontinue or to make corrections, enhancements, improvements, and
other changes to AW Services, or its products and services at any time and in its sole discretion. AW
strongly encourages customers to purchase AW products either directly from AW, or from AW
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Authorized Distributors. You should obtain the latest relevant information before using AW Services
or placing orders and should verify that such information is current and complete.

AW may provide you with technical, applications, or design advice (including reference designs),
quality characterization, reliability data, or other services. AW assumes no liability and makes no
representations or warranties regarding such services or items. You are solely responsible for your
products and applications, including those using AW products. To minimize the risks associated with
your products and applications, you should provide adequate design and operating safeguards.

AW does not warrant or represent that any license, either express or implied, is granted under any
patent right, copyright, mask work right, or other intellectual property right relating to any combination,
machine, or process in which AW products or services are used. Information published by AW
regarding third-party products or services does not constitute a license to use such products or
services or a warranty or endorsement thereof. Use of such information may require a license from
a third party under the patents or other intellectual property of the third party, or a license from AW
under the patents or other intellectual property of AW.

Resale of AW products or services with statements different from or beyond the parameters stated
by AW for that product or service voids all express and any implied warranties for the associated AW
product or service and is an unfair and deceptive business practice. AW is not responsible or liable
for any such statements.

You are solely responsible for the design, validation, and testing of your applications as well as for
compliance with all legal, regulatory, and safety-related requirements concerning your applications.
Industry best practices generally require that you conduct qualification tests on actual applications
taking into account possible environmental and other conditions that your application may encounter.
You represent that, with respect to your applications, you have all the necessary expertise to create
and implement safeguards that (1) anticipate dangerous consequences of failures, (2) monitor
failures and their consequences, and (3) lessen the likelihood of failures that might cause harm, and
to take appropriate remedial actions. You agree that prior to using or distributing any systems that
include AW products, you will thoroughly test such systems and the functionality of such AW products
as used in such systems.

Unless AW has explicitly designated an individual AW product as meeting the requirements of a
particular industry standard (e.g., ISO/TS 16949 and ISO 26262), AW is not responsible for any
failure to meet such industry standard requirements.

Where AW specifically promotes AW products as facilitating functional safety or as compliant with
industry functional safety standards, such AW products are intended to help enable customers to
design and create their own applications that meet applicable functional safety standards and
requirements. Using AW products in an application does not by itself establish any safety features in
the application. You must ensure compliance with safety-related requirements and standards
applicable to your applications.
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AW may expressly designate certain AW products as completing a particular qualification (e.g., AEC-
Q100, Industrial Product). You agree that you have the necessary expertise to select the AW product
with the appropriate qualification designation for its applications and that proper AW product selection
is at your own risk. You are solely responsible for compliance with all legal and regulatory
requirements in connection with such selection.

You may not use any AW products in life-critical medical equipment unless authorized officers of the
parties have executed a special contract specifically governing such use. Life-critical medical
equipment is medical equipment where failure of such equipment would cause serious bodily injury
or death (e.g., life support, pacemakers, defibrillators, heart pumps, neurostimulators, and
implantables). Such equipment includes, without limitation, all medical devices identified by the U.S.
Food and Drug Administration as Class Ill devices and equivalent classifications outside the U.S.

You will fully indemnify AW and its representatives against any damages, costs, losses, and/or
liabilities arising out of your non-compliance with this section.

9. Privacy and Website Policies, Modification, and Severability

We reserve the right to make changes to our site, policies, Service Terms, and these Terms of Use
at any time without prior notice to you. When you visit AW sites or use AW Services you are accepting
the current version of these Terms of Use. These Terms of Use supersede all previous versions. If
any of these conditions shall be deemed invalid, void, or for any reason unenforceable, that condition
shall be deemed severable and shall not affect the validity and enforceability of any remaining
condition.

10. General

Any claim relating to AW Services will be governed by and interpreted in accordance with the laws
of Taiwan (R.O.C.), without reference to its conflict-of-laws principles. Any dispute arising out of or
related to your use of this site will be brought in, and you hereby consent to exclusive jurisdiction and
venue in, Taiwan Taipei District Court, sitting in Taipei City, Taiwan (R.O.C.). You agree to waive all
defenses of lack of personal jurisdiction and forum non-conveniens and agree that process may be
served in a manner authorized by applicable law or court rule.

AW operates or manages this site from its offices within Taiwan (R.O.C.). AW makes no
representations that AW Services referenced on this site are appropriate or available for use in other
areas of the world. Those who access this site from locations outside Taiwan (R.O.C.) are
responsible for compliance with applicable local laws.

Effective Date: May 10, 2021
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1. Introduction

This document gives details of the AT Command Set supported by AWS Connector.

1.1 Definitions

<CR> Carriage return character

<LF> Line feed character

<.> Parameter name. Angle brackets do not appear on command line

[..] Option parameter. Square brackets do not appear on the command line.

1.2 AT Command Syntax

| Execute command | AT+<cmd> | Execute command |

For parameters that may include commas (e.g., JSON documents related to MQTT messages and/or Shadows), put the
parameter in single quotes. For example AT+MQTT_Publish=topic,{*keyl”:’valuel”, “key2”:"value2”}’, 0. Otherwise, the
parser may inadvertently parse the parameters incorrectly.

1.3 AT Command Responses

All commands sent to the Connector shall have a response. These commands will have the following structure:
Start of Message <message> End of Payload <OK | Error Code> End of Message.

B Start of Message
The Start of Message sequence will be Carriage Return Line Feed (CRLF) — “\r\n”.

B Message
This is the information sent by the Connector and may be empty or blank, depending on the command issued.

B End of Payload
The End of Payload sequence will be a Carriage Return Line Reed (CRLF) — “\r\n”.

| Status
This will either be “OK” or an Error Code.

B End of Message
The End of Message sequence will be a Carriage Return Line Feed (CRLF) — “\r\n”.

1.4 CONNECTOR State Transition Diagram

The following diagram is a Connector Transition Diagram and please follow the state step to change the command
state. For example, if you are on WIFI-CONNECTED state, you can’t execute AT+WIFI_OFF command directly.
Please execute AT+WIFI_DISCONNECT command to change the state to WIFI-ON and execute AT+WIFI_OFF to
WIFI-OFF state.
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SHADOW- AT+MQTT_CONNECT
AT+SHADOW_CONNECT CONNECTED

AT+SHADOW_DISCONNECT

AT+WIFI_ON AT+WIFI_CONNECT

MQTT-AND-
WIFI- SHADOW-
CONNECTED CONNECTED

AT+WIFI_OFF AT+WIFI_DISCONNECT AT+MQTT DISEONNECT ATFSHADOW_DISCONNECT

AT+MQTT_CONNEE MQTT- ADOW_CONNECT

CONNECTED

Connector State Transition Diagram
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2. Thing-specific Commands

2.1 Define and store Thing-specific configuration (+THING_Set)

Command Response Example
AT+THING_Set=<client

ID>,<endpoint>,<client OK

certificate>,<client private key>

Description
This command define and store Thing-specific configuration.

Defined values

<client ID> Thing name (Client ID)
<endpoint> AWS loT endpoint URL
<client certificate> Certificate for this Thing
<client private key> Private key for this Thing

Implementation
®  No example provided.

2.2 Get Thing-specific configuration (+THING_Get)

Command Response Example

AT+THING_Get

AZ-TE a2XXXXXXXXXX-

AT+THING Get <thing name> <endpoint> _
- ats.lot.us-east-
2.amazonaws.com
OK
Description

This command returns the Thing-specific configuration.

Defined values
<thing name> Thing name (Client ID)

<endpoint> AWS loT endpoint URL

12
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3. WiFi-specific Commands

3.1 Turns on Wi-Fi module. Initializes the drivers (+WIFI_On)

Command Response Example
AT+WIFI_On
AT+WIFI_On OK
OK
Description
This command turns on Wi-Fi module.
3.2 Turns off Wi-Fi (+WIFI_Off)
Command Response Example
- OK
OK
Description

This command turns off Wi-Fi module.

3.3 Set and store the WiFi AP information when Connector in Station Mode (+WIFI_SetAP)

Command Response | Example
AT+WIFI_SetAP=<ssid>,<password> <security | AT+WIFI_SetAP=airport,password,WPA2
type> oK

Description

This command set and store the Wi-Fi AP (Access Point) information when the Connector is in Station Mode.

If you want to connect to AP with OPEN security, password can be ignored.
AT+WIFI_SetAP=airport,,WPA2

Defined values
<ssid>

<password>

<security type>

SSID of AP

OPEN | WEP | WPA | WPA2

3.4 Connect to the AP (+WIFI_Connect)

Password for AP (Ignore if security type is OPEN)

Command

Response

Example
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AT+WIFI_Connect
AT+WIFI_Connect OK

OK

Description
This command connect to the AP with stored credential.

3.5 Disconnects from the currently connected AP (+WIFI_Disconnect)

Command Response Example
AT+WIFI_Disconnect
AT+WIFI_Disconnect OK
OK
Description
This command disconnect from currently connected AP.
3.6 Performs a Wi-Fi network scan (+WIFI_Scan)
Command Response Example
AT+WIFI_Scan
AT+WIFI_Scan OK ,
- "BP"38, "airport"38
OK
Description

This command scan all nearby APs sorted by RSSI in descending order showing SSID and RSSI (if no APs are found,
thre response shall be NONE)

Defined values
<ssid> SSID of scaned AP.

<rssi> RSSI of scaned AP.

3.7 Retrieves the Wi-Fi interface’s IP address (+WIFI_GetIP)

Command Response Example
AT+WIFI_GetlP
+ IP
AT+WIFI_GetlP =T 192.168.1.57
OK
Description

This command retrieves Wi-Fi interface’s IP address.
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Defined values
<|P> Wi-Fi interface’s IP address

3.8 Retrieves the Wi-Fi interface’s MAC address (+WIFI_GetMAC)

Command Response Example

AT+WIFI_GetMAC

AT+WIFI_GetMAC <MAC>
- 0:50:43:2:fe:1
OK
Description
This command retrieves Wi-Fi interface’s MAC address.
Defined values
<MAC> Wi-Fi interface’s MAC address
3.9 Retrieves the Wi-Fi gateway’s IP address (+WIFI_GetGW)
Command Response Example
AT+WIFI_GetGW
AT+WIFI_GetGW <GW>
- 192.168.1.1
OK
Description
This command retrieves Wi-Fi gateway’s IP address.
Defined values
<GW> Wi-Fi gateway’s MAC address
3.10 Ping an IP address (+WIFI_Ping)
Command Response Example

AT+WIFI_Ping=192.168.1.1
<nl> packets transmitted,

AT+WIFI_Ping=<IP> <n2> received 4 packets transmitted, 4
OK received
OK
Description

This command ping specific IP address.

Defined values
<IP> IP address to ping.

15
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<nl>

Inc.

Number of packets sent.

<n2> Number of packets received.

3.11 Reset Wi-Fi module (+WIFI_Reset)

Command Response

Example

AT+WIFI_Reset

AT+WIFI_Reset

Description
This command reset Wi-Fi module.

Implementation
B No response with this command.

3.12 Sets the IP Mode to either static or DHCP (+WIFI_SetIPMode)

<NET MASK>, <GATEWAY>,<DNS>

Command Response | Example
AT+WIFI_SetIPMode=DHCP
OK

AT+WIFI_SetiIPMode=<mode>,<IP>, OK Or

AT+WIFI_SetlIPMode=STATIC,192.168.43.10,
255.255.255.0,192.168.43.1,8.8.8.8

OK

Description

This command sets the IP mode to either static or DHCP. If using STATIC, please fill in these parameter. If

Defined values

<mode> STATIC | DHCP

<IP> IP address (ignored if mode is DHCP)
<NETMASK> IP network mask (ignored if mode is DHCP)
<GATEWAY> IP network mask (ignored if mode is DHCP)
<DNS> IP network mask (ignored if mode is DHCP)

3.13 Retrieves the host IP address from a hostname using DNS (+WIFI_GetHostIP)

Command Response Example
P AT+WIFI_GetHostIP=www.google.com
AT+WIFI_GetHostIP=<host> 3K>
172.217.160.68
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OK

Description
This command retrieves host IP address from hostname.

Defined values
<host> Name of host.

<|P> Hostname’s IP address.

3.14 Sets the Connector Mode to Station or AP (AP is used during provisioning)
(+WIFI_SetMode)

Command Response Example
AT+WIFI_SetMode=STATION

AT+WIFI_SetMode=<mode>,<password> | OK

OK

Description
This command set Connector Mode. If AP mode is executed, the ssid name will be AICX-Mac. (For example Azw-
c0e4343f25E4)

Defined values
<mode> AP | STATION

<password> password to be used when the Connector in AP mode (The SSID does not need to be set, since it's
unique to the device and already defined), this parameter is ignored in Station mode.

3.15 Retrieves the Wi-Fi AP Mode(+WIFI_GetMode)

Command Response Example
AT+WIFI_GetMode
<mode>
AT+WIFI_GetMode .
- OK Station
OK
Description
This command get Connector Mode.
Defined values
<mode> AP | Station
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4. MQTT-specific Commands

4.1 Connect the client to MQTT broker (+MQTT_Connect)

Command Response Example
AT+MQTT_Connect
AT+MQTT_Connect OK
OK
Description

This command connect the client to the MQTT broker. Please execute AT+THING_Set command to inject Thing-Name
and Endpoint address first or the default value will be performed.

4.2 Disconnect the client from the broker (+MQTT_Disconnect)

Command Response Example
AT+MQTT_Disconnect
AT+MQTT_Disconnect oK
OK
Description

This command disconnect the client from the broker.

4.3 Subscribe to and save MQTT topic (+MQTT_Subscribe)

Command Response Example
AT+MQTT_Subscribe=car,0
AT+MQTT_Subscribe=<topic>,<qos> OK
OK
Description
This command subscribe to and save MQTT topic.
Defined values
<topic> Topic to subscribe to.
<gos> 0|1
4.4 Unsubscribe from MQTT topic (+MQTT_Unsubscribe)
Command Response Example
AT+MQTT_Unsubscribe=<topic> oK AT+MQTT_Unsubscribe=car
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OK

Description
This command unsubscribe from MQTT topic.

Defined values
<topic> topic to unsubscribe from.

4.5 Publish to MQTT topic (+MQTT_Publish)

Command Response | Example

AT+MQTT_Publish=<topic> AT+MQTT_Publish=car{"vibratio":{"values":"123"}},0

<message>,<qos>

OK

OK
Description
This command publish message to the topic.
Defined values
<topic> Topic to publish to.
<message> Message to publish.
<gos> 0]1
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5. Shadow-specific Commands

5.1 Connect to shadow (+SHADOW_Connect)

Command Response | Example
AT+SHADOW _Connect
AT+SHADOW _Connect OK
OK
Description

This command Connect to shadow service.

5.2 Disconnect to shadow (+SHADOW_Disconnect)

Command Response | Example
AT+SHADOW _Disconnect
AT+SHADOW _Disconnect oK
OK
Description

This command disconnect to shadow service.

5.3 Get the shadow document (+SHADOW _Get)

Command Response | Example

AT+SHADOW _Get

<document> | {"state":{"desired":{"powerOn":6},"delta":{"powerOn":6}},
+
e OK "metadata":{"desired":{"powerOn":{"timestamp™:1588917125}}},

"version™:3,"timestamp": 1588917732}
OK

Description
This command get shadow document.

Defined values
<document> Shadow document.

5.4 Delete the shadow document (+SHADOW_Delete)

Command Response | Example
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AT+SHADOW _Delete
AT+SHADOW_Delete OK

OK

Description
This command delete the shadow document.

5.5 Update the shadow document (+SHADOW _Update)

Command Response Example

AT+SHADOW _update={"state":{"desired":

AT+SHADOW _Update=<document> | OK {"powerOn":5}}}

OK

Description
This command update the shadow document.

Defined values
<document> Shadow document.
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6. 6. Module-specific Commands

6.1 Gets current Wi-Fi and MQTT state (+MOD_State)

Command Response Example
AT+MOD_State
<state>
AT+MOD_State -
- OK WiFi OFF
OK
Description
This command gets current Wi-Fi and MQTT state.
Defined values
<state> WiFi OFF | WiFi On | WiFi Connected | Shadow Connected | MQTT Connected | MQTT and Shadow
Connected
6.2 Gets HW and FW information (+MOD_About)
Command Response Example

AT+MOD_About
hardware: <HW?> firmware:

AT+MOD_About <FW> hardware: Marvell mw300 rd
OK firmware: 0.1
OK
Description

This command gets HW and FW information.

Defined values
<HW> Hardware information.

<FW> Firmware information.

6.3 Turn echoing of AT commands on or off (+MOD_Echo)

Command Response Example
AT+MOD_Echo=off
AT+MOD_Echo=<mode> oK
OK
Description

This command turn echoing of AT commands on or off. (Default values is ON)

Defined values
<mode> ON | OFF
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6.4 Reset module to factory defaults (+MOD_Reset)

Command Response Example
AT+MOD_Reset
AT+MOD_Reset OK
OK
Description

This command reset module to factory default and all values will be clear to default.

6.5 Set UART baud rate (+MOD_Baud)

Command Response Example
AT+MOD_Baud=115200
AT+MOD_Baud=<baud> oK
OK
Description

This command set UART baud rate. (Connector will be reboot after command execute successfully)
The supported baud rate values are as below:
115200, 57600, 38400, 19200, 9600, 4800

Defined values
<baud> Baud rate to set.

6.6 Get a pending asynchronous event from the queue (+MOD_GetEvent)

Command Response Example
AT+MOD_GetEvent

{"event": "NETWORK
AT+MOD_GetEvent OK Connected", "message":
"[EVENT]Wifi AP link is
connected"}

OK

Description
This command get a pending asynchronous event from the queue. (If event queue is empty, it will return “QUEUE
EMPTY”)

6.7 Get the size of the next asynchronous event from the queue (+MOD_PeekEvent)
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Command Response Example
AT+MOD_PeekEvent

<Event Message length | QUEUE
EMPTY > 77

OK

AT+MOD_PeekEvent

Description
This command get the size of the next asynchronous event from the queue.

Defined values
<Event Message length | QUEUE EMPTY> Event Message Length or QUEUE EMPTY.

6.8 Set the timeout for the Connector to wait for a device to connect for provisioning
(+MOD_Timeout)

Command Response Example
AT+MOD_Timeout=30

AT+MOD_Timeout=<timeout> OK

OK

Description
This command set the timeout period for the Connector to wait for a device to connect for provisioning. (When Connector
is on Provisioning mode, it will become AP mode)

Defined values
<timeout> timeout period in seconds.

6.9 Start Firmware Upgrade of the Connector (+MOD_QOTA)

Command Response Example
AT+MOD_OTA
AT+MOD_OTA OK
OK
Description

This command Start Firmware Upgrade of the Connector. If OTA complete, it will restart the Connector and you can use
AT+MOD_GetEvent to check the OTA result. If there is any error occurs in OTA procedure, you can get error result
after Connector restart. Otherwise, if there are no error, you can get success result and use AT+MOD_About to obtain
new FW version.
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7. Error Values
7.1 General Errors
Error Error Error
Sl Error Text S Error Text Sl Error Text
1 Parameter error
7.2 Thing Specific Errors
Error Error Error
Code Error Text Code Error Text Code Error Text
100 Allocate memory failed 101 Credential write error 102 Cllent' certificate or private
key failed
103 Key Provision failed 104 Thing name and endpoint
are both empty
7.3 Wi-Fi Specific Errors
Error Error Error
Code Error Text Code Error Text Code Error Text
200 WiFl = tum “on “failed Sand 201 WiFi is not turned on 202 WiFi turn off failed
please reboot dongle
203 IP mode type error 204 IP format error 205 Flash write error
206 WiFi is not connected 207 WiFi disconnect failed 208 WiFi scan failed
209 WiFi don't obtain IP now 210 WiFi get IP failed 211 WiFi get host IP failed
212 WiFi get gateway IP failed 213 WiFi get MAC failed 214 WiFi security do not support
215 WiFi Connect AP failed 217 WiFi reset failed 218 Host name error
7.4 MQTT Specific Errors
Error Error Error
Code Error Text Sadle Error Text Code Error Text
300 No MQTT connection 301 MQTT Subscribe failed 303 MQTT Unsubscribe failed
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Thing name and endpoint

304 error 305 MQTT connection failed 306 QoS parameter error
307 | Generate MQTT Publish | 500 | \oTT Publish failed
payload failed
7.5 Shadow Specific Errors
Error Error Error
Code Error Text Code Error Text Code Error Text
400 | SHADOW connection failed | 401 | No SHADOW connection | 402 Z':QDOW document length
403 SHADOW Update failed 404 SHADOW Get failed 405 SHADOW Delete failed
406 SHADOW init failed
7.6 Module Specific Errors
Error Error Error
Code Error Text Code Error Text Code Error Text
500 Wrong argument(ON|OFF) 501 Flash write error 503 System write error
504 Restore default failed 505 Network parameter error

Abort process

Some action commands that require time to execute may be aborted while in progress. Aborting of commands is
accomplished by manually reset the Connector by 60 seconds timeout.
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